What is a One Healthcare ID?

-One Healthcare ID delivers a secure, centralized identity management solution that enables a single
sign-on to all integrated applications. You register for a One Healthcare ID once and use that One
Healthcare ID to access all the associated applications seamlessly. You can access self-service tools to
reset your password, recover your One Healthcare ID, and maintain your profile.

Supported browsers
One Healthcare ID is supported on the following browsers:
¢ Microsoft Edge latest version
e Firefox's latest version
e Chrome's latest version
e Safari's latest version for iPhone/iPad

Learn more about One Healthcare ID by following the link below:
What is an ID? - ID (onehealthcareid.com)

Can | request how | receive the requested documents and information?

-Yes, under your user Account profile you can select your preferred method of communication.

*Please note, Optum's preferred method for sending larger documents, including but not limited to Plan
Language (SPD & MPD) and Plan Documents is through secure email. Secure email instructions are
located at the end of this document.

Can my preferred method of contact be updated once selected?
-Yes, once the preference is selected you can update this when logged into your account.

Do | only have to fill out the required fields?
-The more information, the better. Providing all the pertinent patient and accident information will help
our teams identify any existing cases and/or member files to expedite the case set up process.

What do | enter under 'Description of Injury'?
-Add all relevant details regarding the injury. l.e., Patient was rear-ended while sitting at a stop light, or
Patient slipped and fell while they were mopping the floor while on the clock at their job at Target.

What is the 'Your Claim or File Number' field?

-This is what you use to identify your Client/Claimant/Injured/Insured's, etc. case in within your office.
We use your file or claim number you provide us to send you an email with the corresponding Optum
event number.

-You should reference the Optum event number we provide you when making future requests, calls,
or sending Optum correspondence.

When submitting a New Event Referral, why is 'Your Claim or File Number' field required?

-This is a required field as we are limited in what Pll/PHI we can send external parties via an unsecured
email message. At the time of the initial email we send you with your Optum event number, a shell
event has been created, so there is no other information to provide you. The email is simply providing
the event number for you to update your records, and to let you know we have received and are
processing your new referral.

How does the Portal know if the case is urgent?
-The Optum team that handles the Portal submissions, uses the ‘Event Status’ information you provide
to determine if the event is urgent.


https://identity.onehealthcareid.com/tenants/onehealthcareid/help/en/Content/ID_CSH/What_is_ID.htm

How do | attach member ID cards or other documents within the portal?

-Relevant documents pertaining to Portal submissions can be attached on the ‘Upload file’ section of
the Portal. The following file formats are allowed for upload: pdf, .doc, .docx, or .tiff. Maximum file size:
1.95 MB. Maximum number of files: 3.

What is the expected timeframe | will receive the documents and information | requested?
-Estimated turnaround times are provided on the confirmation page. The turnaround times can vary
depending on whether or not an event was found in our system or matched what you provided.

Who is Optum?

Optum Subrogation Services assists health insurers and health plans in recovering health care expenses
that result from accidents in which a third party is responsible. Optum has more than 16 years'
experience in the third-party liability business and is one of the industry's largest health information
companies.

For more information about our company, please visit our website at www.optum.com.

What is subrogation?

Subrogation is a procedure undertaken by your insurance company or health plan to recover from
responsible third parties the full, or some proportionate part of, benefits paid to you. In other words, if
another individual or organization contributed to or caused your injury, that party may be obligated to
reimburse your health plan for the medical payments.

Why are we asking for this information?

Your employer, insurer, and/or health plan has retained Optum Subrogation Services to pursue a
recovery for the medical benefits which have been, or may be paid, arising out of the injury noted on
the letter we mailed to you. Your insurer or health plan may have a right to be reimbursed for the
medical benefits that it has paid if another party is responsible.

How is my data protected?

Optum is very sensitive to privacy issues. We respect your Client’s right to privacy and feel it is
important for you to know how we handle the information we receive from you via the Internet.
However, it may be necessary in some cases for us to provide information to our contractors, agents, or
other insurers in order to respond to your case, but only to the extent permitted by law.

We have taken precautionary measures to make all information received from our online visitors as
secure as possible against unauthorized access and use.

We do not sell this information. We will only share information with outside entities as permitted by
state and federal law and only to the extent that it is necessary to investigate and resolve this
subrogation claim. Additionally, our online and offline business practices are in full compliance with the
privacy requirements under the Health Insurance Portability and Accountability Act (HIPAA). To read
more about our Privacy Practices, please visit our website at www.optum.com.


http://www.optum.com/
http://www.optum.com/privacy-policy/

Secure Email Instructions

Registering a Secure Delivery Account (for external users) :

When an external customer receives a secure email for the first time they will be required

to request a CRES account.
* A UHG employee sends a secure email to an external customers email
address(below 15 a test example)
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e A secure e-mail envelope will display in your Web browser. Click on the Open
button to begin the registration process.

l‘lllll.l
CIsCo
BHelp
From: - - s idoptum com> m"“"""' Sacurky
To: dplaamdisral Lam V—] rase
Yowr pevsonal plvase
Subject: FegEegicmogefom i fiot enabled an this
Password: aompuley.
More indp
Enter your passeword and dlick Open, [f the
Open button dees not appear, forward the
anginad emal to mobiledifes (5o0 o). o
Mew users, st your email address and dick
<b>Dpen</b> to create en account.
B ndnns is ok st
Subvit your password abave to open your message online
Cisco Registered Envelope Service ice
Copyright & 2011-2016 Csco Systems, Inc. andfor ts affilistes. All rights resered.

A prompt will appear stating vou are not registered. click on the vellow Register
button

I YOU ARE NOT REGISTERED

To open this message, you must first register and create a password,

Submit your details into the registration page, please note the password
requirements. This password will be what vou use to login to CRES in the future

NEW USER REGISTRATION
* = recred Febd

Enter Personal Teformatisn

Email Addreas ’ Egmail.com
First Name~ | D
Last Name™ P
Create & Pasewornd
Pagswond ™ |-I-Illl.. | Enfer & minimum of 8 characters or numbers,
Pacowortls ans case-sensifne, Your pessword must
Tonfinm: Password ™ |I.I l..c-.l - I contevr bobfr letters avnd numbers.

By regrstermg, you sgree bo ORES s Terms of Seviee



If you click on the Advanced Settings option you will be asked for additional
mnformation. Your personal security phrase will display on a secure envelope
when you receive 1t so you will know 1t is genuine and the 3 secunty questions are
used for password retrieval should the password be lost.

NEW USER REGISTRATION

* = requred field
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Back Regster

By ragistaring, you spnas fo (RES s Tarms of Sanace

After successful registration. the following confirmation message will display.
| FINAL STEP: ACCOUNT ACTIVATION
Your Cisco Registerad Envelopa Service account was

successfully craated.

Instructions to activate your account have
been emailed to ( @gmail.com.

Piease 'check YOur inbox, If ¥ou do not see an account
activation email, check your junk email folder,



*  You will need to go back to your personal email and click the “Click here to
activate this account™ option

Activation

Dear Do, s,

Thark you for regisbering with Cisco Registered Envelope Service,
ick h (i h nt,

To stop the registretion proc=ss you can cancel this soocount.

Click here to cancel thic accounk.

TMPORTANT
To help keep your personsl informabon snf'e.. Cisco recommends that you n=ver give your CRES password to
anyene, including Cisco empl pyees.

Welcome to CRESI

To know mare about Cisco Regetened Envelope Service, ces hitpo:)rec.occo.comy webeale/sbout
Terms of Service: https://res cisco.comiwebsafe/termsOfSenace
Privacy Policy: hito:// wwew. o sco.com) wels/ sites sset g/ legel/ privecy . hitml

e Once checked you will get the below message

| EMAIL ADDRESS CONFIRMED

You have activated the account for

y@grnail.com. Registration for this email
address is now complete. To exit this page, close your
browser window. After exiting this page, return to your
Registered Envelope and enter your password to cpen
it.

Opening a Secure email once Registered:

* A UHG employee sends a secure email to an external customers email
address(below is a test example)

ETIN™ B AL RS Tesk Secure Ema

@ tessnge Insert Options Format Text Remew | Add-[n3 ]

Seoure Deliverny

Custom Tool bars

To.. | | @ameilcom
= cew | |

Send

Subyect: ITcst Secure Emanl

This s atest secure emall, please ignore

*--SecursDelvery--*




¢ You will receive a notification message similar to the one below. Click on the
attachment titled “securedoc.html ™ (If you do not see this notification message in
vour e-mail inbox. check vour junk and/or spam folders.)

You have received a secure massage

I you have concams about tha validity of this message, contact the sandar diractly.
To retrisve your escrypted message, follow these steps;
1. Clek the attachment, satuncdoc hing.

You will be prompeed to open (visw) the fils or save (download) it to your computer, For best reculbs, ssve the
fila first, than open it N & Wab browsar.

2. Brter your pescanrd,
¥ vou are & fret trme user, vou will be ssked to regster firat.

Mokile devics users; forward this message to mobiegese cicoy com, You will be smsiled & ok whers you csn
enter your password and view the secure mmail messsge,

For halp eganing securadac. html, e

To initiste 8 new email message btipe:// res oo, com/webasfe.

B securedoc 2046020270
45323 ik
1

o
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* Make sure your email address 1s mn the To: field and enter your password and
select the open button

@Help

From: —— (@optum.com=> Pﬁrsonal Security
To: | oi@gmail.com V| F;rage ! o

Secure Message from Your personai pivase
Subject: . , r(g' burm.com is not enabled on this
Password:[eeesesss computer.

More info
Enter your password and click Open. If the
Open button does not appear, forward the
original email to mobile@res.cisco.com. Qpen
New users, select your email address and click
<b=0pen</b> to create an account.
My address is not listed

Submit your password above to open your message online



Your email should then open
atfoar]re
CISCO

Secured Message

From:
To:
Date:

B - i optum._.comz

‘i e@gmail.com” NS 2gmail.com~
February 2, 2016 11:21:35 AM

Subject: Securs Message from | @optum.com
This is a test secure email, please ignore

*__SecureDealivery--*

Forgotten Password

Go to https://res.cisco.comy/websafe/pswdForgot.action and input your email
address

I FORGOT PASSWORD

We'll email you a link to 3 page where you can 2asily
create a new password,

To assure our messages are not acadentally filtered
out, please add "DoNotReply@res.asco.com” to your
Address Book or Safe Sender List,

If you are authenticating using single sign on, please
contact your Identity Provider for assistanca.

Email Address | |

Instructions will then be sent your email account on how to reset your password

Your New Password wbax «

CRES Do Not Reply <DoNotReply@ves cisto.come 11230 AM (2 rinutes ago)

oma -

New Password

Dear €

You may only use this link cace.

=g

Thark you,
CRES Customer Support

To resat your passward, follow this link {or copy and paste & into your browser). Th link will expre @ 72 hours.

To know more about Cisco Ragistarad Envelope Senvice, see hitpsy//nes.cuco comfwebaate/about
Terms of Service: httpa:// | webtsafetermanfServce

I CREATE NEW PASSWORD

Entar 2 minimum of & characters or numbers. Passwords are

case-sensitive. Your password must contain both letters and
numbers.

New Passwoard | |

Confirm Password | |

Contrue

Please note the password requirements when changing vour password and select
continue and your password reset will be completed.



